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What is NMOS?
Why do | need it?

How Does it Work?

Components

IS-04 (Registration & Discovery)
IS-05 (Connection Management)
1IS-07 (Event & Tally)

1S-08 (Audio Mapping)

1IS-09 (System Discovery)
BCP-003/1S-10 (Security)

BCP-006 (NMOS for JPEG-XS/IPMX)

Why Should | Care?

How is it Going?

Example System

How Can | Try It?
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What is NMQS?

= NMOS is the Networked Media Open
Specification, developed by the

Advanced Media Workflow Association
(AMWA)

" Delivered in the form of an open
specification on the AMWA website

" Enables ST 2110 Controllers and Devices
to seamlessly interoperate across
multiple vendors

» Brings Plug & Play and Push-Button
simplicity to Video over IP Routing
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Why do | need NMOS? . QB.SHOWCASE"

= Required to route AV Signals from A to B

" |n SDI-land, every SDI router has a unique protocol

= [n IP, we have all agreed on NMOS

= Alternative is lots of messy hand-editing of configuration files
= NMOS is

= Auto-discovering

= Auto-configuring

= Multi-vendor Interoperable
" Push-button simple



Why Should | Care? | e e QBISHOWCASE"

" During system provisioning, manually entering a sea of cryptic
configuration options such as IP Addresses, Ports, PTP Parameters, etc.
is time consuming, costly, and error prone

" Plug and Play is a lot more Fun!

= Most all new facility build tenders are specifying NMOS
= Most Control System Providers have fully embraced NMOS
= The EBU wants you to use NMOS



EBU

!
.1
.2
.3
.4
.5

\")
V.1

Mandate

Operational Control ... e
Discovery and Registration: AMWA IS-04 ...
Connection Management: AMWA IS-05...........oi
Device Control: Open Methods and AMWA IS-07 ...
Audio Channel Mapping: AMWA IS-08 ...
Topology discovery: LLDP ...

Configuration and Monitoring ...

IP assignment and low-level configuration: DHCP, AMWA 1S-09

EBU

OPERATING EUROVISION AND EURORADIO

Tech 3371

THE TECHNOLOGY PYRAMID
FOR MEDIA NODES

MINIMUM USER REQUIREMENTS TO BUILD AND
MANAGE AN IP-BASED MEDIA FACILITY USING
OPEN STANDARDS & SPECIFICATIONS

Version 2.0

Geneva
July 2020




How do | know if a product supports NMOS?  (IP sHowease

= Compatible Products Validated via the “JT-NM Tested” Program
= Occurs every year, and provides comprehensive interop testing
over all aspects of NMOS, 2110, etc.

= Results published at JT-NM.org
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How does NMOS Work?

IS-04/05 Sytem Diagram
I

Control Panel
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Sources automatically register
with RDS

Control Panel gets list of devices
from RDS

Upon button press, control
”

system commands receiver to

join the new multicast stream
and leave the previous one



How is NMOS Accessed? | ~. e QBISHOWCASE"

" Through a set of Application Program Interfaces (APIs)

= In Plain English:
= http PUT/GET => http://<IP Address>/x-nmos /<API Name>/...

" Examples (Viewable in Web Browser):
= http://192.168.10.2/x-nmos/node/v1.3/self
= http://192.168.10.2/x-nmos/query/v1.3/senders
= http://192.168.10.2/x-nmos/channelmapping/v1.0/map
= http://192.168.10.2/x-nmos/channelmapping/v1.0/outputs
= http://192.168.10.2/x-nmos/auth/v1.0/certs



What is a Typical Implementation? (IR stowease

] ST 2110 Camera, PTP
e~ LLLLLL - R o GFX System, etc. Grandmaster

I ] .
ST 2110 Controller
HTTP transactions Content traffic PTP traffic

7 N
Node HTTP API Content Transport PTP slave
/sources | /flows | /senders | /receivers ] /self | /devices J( for example: RTP )

(time

N M O S C r I Resource updates & ‘ distribution to
- O e incoming request handling all <
. — componen
' Control Logic s

I Parameter changes PTP
& status updates
1 Core

ST 2110 FPGA Core
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IS-04 (Registration & Discovery) . Qgsuowmss"

Consists of 3 API’s

(Application Programming Interfaces)

Registration
API

[Camera, Monitor] [PC running RDS SW or built into switch]

e Contains a database of all NMOS devices on the network

Node API Query API




IS-05 (Connection Management) QgsuowcAsE.,

" |S-05 is an APl which provides the means to create a
connection between Senders and Receivers

" Enables switching through “activations”

= Activations can be immediate, relative, or absolute

£ =—> [0

e Now
* In 5 seconds
« At 12:00 PM




|S-O7 Event &Tally ' ' | ~. " QBISHOWCASE"

= “GPIO over IP”

= Camera Tally

= Dynamic Text
(UMD)

= Etc.

Program
Tally

Dynamic UMDs



|S-O8 (AUdiO Mapping) S QBSHOWCASE“‘

Outputs
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S-09 (System Resource) . (IR stowease

" Provides a global resource within the ST 2110 Environment
" Located using DNS Service Discovery (DNS-SD)

" Read by Media Nodes on Startup to determine:
= System ID (assigned randomly at each facility)
= Protocol (http or https)
= NMOS API versions supported
= PTP domain and announce interval

] 1S-09
RDS Heartbeat Interval DNS-SD
= Syslog hostname & port Server

" Implementation Guide
= https://specs.amwa.tv/info-004/



https://specs.amwa.tv/info-004/

NI\/IOSSeCurity ‘ - N N QBSHOWCASE‘"

Goals:
Confidentiality - Data passing between client and the APIs is unreadable to

third parties.

Identification - The client can check whether the API it is interacting with is
owned by a trusted party.

Integrity - It must be clear if data travelling to or from the APl been tampered
with.

Authentication - The client can check if packets actually came from the API it
is interacting with, and vice versa.



Control Security ' - " QBSHOWCASE“

@1 Encrypting communications between NMOS
{“ SOSUIERIE controllers & devices (https)

Client authorization and user management in
NMOQOS systems

g+ BCP-003-02

Certificate Provisioning using Enrollment over

PEERES Secure Transport (EST)




NMQOS Security Example . S QBSHOWCASE'"

Authorization Public Key
Server

Token Activation

Auth Request
(JWT) (JWT)

(OAuth) IP Source

Broadcast Essence Flow

Controller Activation (ST 2110)
AWT)

IP

Destination



BCP-006 (NMOS for JPEG-XS)  (IPswowease

= Enables ProAV applications to use NMOS
" To be supplemented by VSF TR-10-8 (NMOS for IPMX)

= Refers to VSF TR-08 (Transport of JPEG-XS Video in ST 2110-22)
= Leverages IS-04 & |S-05

= Uses BCP-002-01 Natural Grouping

= Uses media_type video/jxsv

= Specifies updates to Session Description Protocol (SDP) file



How is it going? _ QBSHOWCASE’"

= Early facilities adopting NMOS control had some issues (teething pains)
= Not all devices supported NMOS
= Some new NMOS devices didn’t get JT-NM testing (Covid)
= Controller specs not clear and Interop testing for controllers didn’t exist
= Mitigation
" Most all new ST 2110 devices are support NMOS

= JT-NM Testing is back!
= Face2Face Interop August 19-23 @ Riedel (Germany), very productive
= AMWA INFO-005 Implementation Guide for NMOS Controllers

= Automated self-test suites NOW AVAILABLE for Devices & Controllers




NMOS API Testing Tool

NMOS Testing

https://github.com/AMWA-TV/nmos-testin

Selecting a test to run

NMOS Test

Easy-NMOS Docker Compose Solution

This starter kit allows the user to launch a simple NMOS setup with minimal installation steps. It is
composed of three Docker containers:

e an NMOS Registry (from nmos-cpp)
e avirtual NMOS Node (from nmos-cpp) which should automatically register
e the AMWA NMOS Testing Tool

https://github.com/rhastie/easy-nmos
The following test suites are currently supported:

e |S-04 Node API
e |S-04 Registry APIs
¢ |S-04 Node API (Peer to Peer)

e |S-05 Connection Management API

/ license Apache-2.0 () Lint m (") Render W () Deploy m

This tool creates a simple web service which tests implementations of the NMOS APIs.

Examining the results

NMOS Test

e |S-04 Controller (for usage see Testing Controllers documentation)



https://github.com/AMWA-TV/nmos-testing
https://github.com/rhastie/easy-nmos
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7th Sense 4K Player (TX)

VI VICO 4K IPMX (TX)

Universal Decode

IBC NMOS Demo

2110/IPMX/TR-08 Encode

Atomos HD

AJA HD (TX)

PTP

1080P HDMI
(Input 1)

4K HDMI
Input 2)

Player 126 y Atomos 4k

HDMI
(MV Out)

Grandmaster

 akpso 41080
HDMI DisplayPort
(Inputd)  (1nput 5)
Mellanox
Switch
12G Out
12G Iny HOMI
(1080p50/59
)

25G

4Kp50

ZCU106 (SDI)
“Universal” 2110/IPMX (TX)

KCU116 + VIDIO
4K (TX & RX)

4

CU106 (HDMI)
“Universal” 2110/IPMX (RX)

NUC PC
Easy NMOS Registry
Matrox NMOS Controller

Embrionix TX

Cobalt TX

VICO

AJA
Riedel
KCU116
ZCU106

IP Multiviewer

AppearTV TX

VICO TX

7th Sense

HDMI Multiviewer

KCU116 4K Decode

4Kp50

1080p50

1080p50
4Kp50

1080p50
1080p50

Nextera 106 TX

Nextera 116 TX

Village Island TX

Universal 2110/IPMX RX




FZ] Riedet NMOS Explorer 10,111 Windows
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MN Vasili (198) Device

Oout 8

Basic Controller - Riedel NMOS Explorer
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In3
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https://www.riedel.net/downloads/firmware-software/

NMOS Control GUI (Matrox ConductIP) = (IPs+owease

Rooms Panels T 0 2

IBC Demo -
KCU116 TX KCU116 RX
IPMX_TX 20 IPMX _RX 20
IPMX_TX 22 IPMX_RX 22
(=)
(D)
7thSense TX
VICO_TX
AJA_TX
RIEDEL TX
(=)

©® Matrox ConductIP & 100r10



NMOS Control GUI (Matrox Conductl!P) Qgsuowmse

©
IBC Demo

Senders

Receivers

- . 2 @» Direct

Informa tion Events

IBC Demo
Attached room: IBC Demo

Description:

@ Matrox ConductIP &> 100f10 #



Take-aways ' | " QBSHOWCASE’”

bﬁ‘i@ NMOQOS IS-04 and 05 are solid, stable, and mature & offered in most all new ST 2110 products

a» NMOS Control Systems are greatly improved thanks to spec clarifications and interop testing

BCP-003 (Security) adds a layer of security that has been sorely needed in control systems for quite
a some time

B NMOS makes IP control easy, try it yourself!
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